DAVID HENDERSON

224.629.9693 | henderson.jr.dave@gmail.com | LinkedIn| davidhendersonjr.com

PROFESSIONAL OVERVIEW

Cloud-focused IT professional with hands-on experience supporting hybrid Microsoft Azure,
Microsoft 365, VMware, and Windows Server environments within a managed service provider
(MSP). Experienced administering cloud infrastructure, identity and access management,
virtualization, endpoint security, and Microsoft 365 services across multiple client environments.
Skilled in deploying, securing, and troubleshooting cloud and on-premises infrastructure,
implementing best practices for identity, networking, backup, and disaster recovery, and
resolving complex technical issues. Passionate about cloud technologies and committed to
designing secure, scalable, and highly available Microsoft Azure solutions.

CERTIFICATIONS

Microsoft Certified: Azure Solutions Architect Expert (AZ-305)
Microsoft Certified: Azure Administrator Associate (AZ-104)
Microsoft Certified: Azure Fundamentals (AZ-900)

CompTIA Security+

CompTIA Network+

CompTIA A+

WORK EXPERIENCE

Systems Support Administrator — Level 2
ExcalTech | Sep 2022 — Present | lllinois

Administer and support hybrid Microsoft Azure, Microsoft 365, VMware, and Windows
Server environments for 1,500+ users across multiple client organizations.

Manage Microsoft 365 services including Exchange Online, SharePoint Online, Microsoft
Teams, Active Directory, Microsoft Entra ID, Multi-Factor Authentication (MFA), and
endpoint management solutions.

Implement and maintain identity and access management (IAM) solutions including
Microsoft Entra ID, Azure AD Connect, Single Sign-On (SSO), Conditional Access,
Role-Based Access Control (RBAC), and least-privilege security models.

Deploy, configure, and troubleshoot Azure and on-premises infrastructure including
virtual machines, Windows Server, VMware ESXi, DNS, DHCP, VPN connectivity, and
hybrid networking services.

Configure and administer enterprise security technologies including Cisco Meraki,
WatchGuard, SonicWall firewalls, Cisco Umbrella, Microsoft Defender, and endpoint
detection and response (EDR) platforms.


https://www.linkedin.com/in/davidhendersonjr/
https://davidhendersonjr.com/

e Investigate and remediate cybersecurity incidents including phishing attacks,
compromised accounts, malicious email activity, identity-related threats, and endpoint
security events while strengthening client security posture.

e Monitor infrastructure health, security alerts, and endpoint telemetry using SentinelOne,
Webroot, Guardz, Microsoft 365 security tools, and centralized monitoring platforms to
proactively identify and resolve issues.

e Support cloud migration projects, Microsoft 365 tenant administration, infrastructure
modernization, backup and disaster recovery operations, patch management, and
implementation of security best practices.

e Create and maintain technical documentation, standard operating procedures, and
knowledge base articles to improve operational efficiency and ensure consistent service
delivery.

Store Manager
O'Reilly Auto Parts | Apr 2015 — Sep 2022 | lllinois

» Managed daily operations, staffing, scheduling, inventory, customer service, and financial
performance for a high-volume retail environment.

* Achieved a minimum 10% year-over-year comparable sales increase for seven consecutive
years.

* Maintained an average customer satisfaction score of 96% while leading operational
improvement initiatives.

* Developed leadership, communication, multitasking, and problem-solving skills in a fast-paced
customer-focused environment.

TECHNICAL SKILLS

Microsoft 365 Administration
Microsoft Entra ID / Azure AD
Azure Administration

VMware ESXi

Windows Server 2016/2019/2022
Cisco Meraki

Cisco Umbrella

ThreatLocker

SentinelOne

Active Directory

DNS /DHCP / VPN

Identity & Access Management

EDUCATION

High School Diploma | John Hersey High School
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